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Abstract: The fully homomorphic encryption has important applications in the area of data security and privacy security
of cloud computing, but the size of secret keys and ciphertext in most of current homomorphic encryption schemes were
too large, which restricted its practical. To improve these drawbacks, a recoding scheme and a attribute-based encryption
scheme based on learning with errors problem over rings were provided, then a attribute-based fully homomorphic en-
cryption was constructed. The new scheme overcame the above mentioned drawbacks, because it did’t need public key

certificate, meanwhile, it can achieve the fine-grained access control to the ciphertext. Compared with similar results,

proposed method decreases the size of keys and ciphertext greatly.
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¥ M RABE.KeyGen 5k 2E fl i) 5 g 18 5 HAE &
{E] , :be{0,1},ce {0,1}} ¥4k s )\ RABE KeyGen*
FEAE N, B RTOR 2 A PEuE 4 Game 1
AT AT EA

AdVGamei.j [A] - AdvGamei.(jH)[A] < negl(n)
IXHAE Game Q ', HkikE 1 RABE.KeyGen*[H|
R %A, A H RABE.Enc A= ki 2
3, Baf
AdvGameQ [A] - AdvGameO[A] < (|C| - j')Qnegl(n)

GameQ+1: Game Q+1 At Game Q [IIX 5
F Tk & 1 ] RABE.Enc* 4 kil 3, JF H4A
y IR RIS BENLE G, Bk, SR AT LIRS EE R
RTOR &% B, B RTOR 44411 22 4 PEAE
WIH] 50 B AE RTOR A4 1 AR 3 Advgror [B]1<
3negl(n), W4H

|AdVGame(Q+l)[~A] - AdvGameQ [A]| < Adviror [B]

- H, 1 RTOR 444 PE 3 #r ) Game 3 1]
41, AZLE Game Q +1 AN

|AdvGame(Q+l)[A]| < negl(n)
s B 4 X nT1E
| Ao LA < ((C| = A)Q + 4)megl(n)

Ak, 7€ RTOR fRHIH % IND-CPA %411
A2~ , RABE £ 2% IND-selective-CPA %47,
R,

4.3 RABE {f#/[5 ABFHE {K#|H45 1k

AKATA - RABE 1444464 ABFHE 4
T JTVE, W5 22 SCHR 1151 B Ak g BRI L1
AR

EIET A A RABE M AL LLR 3 4k
DA BN sk, T RIS WA W Met,,,
MW TN 15 2)Fet,, N 0 HI%L, WA
(ct,,,i)=0modgR" ; 3)0 (W& (R L35
DIATART X 5, A% RABE fRMHh vl #5464
ABFHE 14+,

MERA  ABFHE 14481 RABE 411 % tH 4
WL, A C=[Ibg [ N=CA+1) , A
ue {01y, #EEFIH RABE (NS H5A M N AN 0
RS0, A C o N(AL+1) IR, e AT Hikeess
XA, 4 C,, =Flatten(ul, + BitDecomp(C,,,)) s
Horr, 1, 0 N Br A/ 6, € X, =Powersof2(K) ,
fif Bk TR AE AR A B e, FIES
1B AE A

TR R IEHM, R C v, =0y, +
C, W =pv, ,modgR", T VW 2), #C, h=
OmodgR”, PEitk, 2 1EM: Fo, FAFAEBGEE
W LLXSF €, 5 (RO R3S R e, AR
PET 3), BT AT 8 ) LAASTT 20 (1 L 35 v
DRLWE [, BPUERR T izfhilzeatk. uFkE.

1T RABE 4] S AR 35 2 i BEHP (1) 3 4% 10,
Mol @RI VAR A ABFHE. % 4A 1365 4 BL
T 5 AN

1) Setup: JH RABE.Setup £S5, £ AT
XS (mpk, msk).

2) KeyGen(msk, ind): % JETEARIRN ind, 1]
RABE . KeyGen A= it LI C AH G FAEH sk, DL R
it 2.

3) Enc(mpk, ind, p): % ('=[Ibg |,N=L(A+1),
J I we (0,13, I & H RABE.Enc 4 N
N0 MBS, 4 CL, 0 NAL+) IAERE, & I4T
HoaxX 2% 4 ko, 4 C,, =Flatten(u- I, +
BitDecomp(C;,))» HHH1, Iy N By A HFE,

4) Dec(Cina, Sking): WH AE.Dec(Cing, skina) VK5
HSC e
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B
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5) Eval(C,, C,): M AE.Evaluate(C,, C,)3<H
WL RIS AR [ SRV EIE 5 .
44 PESTESITLE

AN X RABE 5 GVW AHIIRCR, Fixt
ELASC ABFHE (A R faj#k RABFHE A% 55 SCRR[15]
H1 ABFHE 4] (LU R AR GSW A4 IR

RABE 14l 5 GVW &l L, 1 RLWE [
A LWE [, BRI Ss ORI A T R
HESRGE, RANaEE AL, £ 2 45
T2 MMETIEAH R A 51 N B i SR LE

*z2 GVW 5 RABE By Lt
24 GVW RABE
n 256 256
Ibg 80 107
WHRS) 320 MB 6.79 MB
SN 640 KB 883 KB

5.04x10% KT 5.04x107 Y
ReKeyGen 5L %%

5.04x10* Y 5.06x107 2

SE A SIMD HiA i

P

2 HEEE RARBIIATR, 4 2 BRI 4
SR8 H n =256 , RABE #£HI11Z 4% 5 RTOR
RHIZEAL, MR 3.4 T, [FFEE s = n =256,
k=41=8,d=4, Wifdq=|mn) " =2"", WX
LbAs gl ni=2048 , FIWHFd=4, 4
A=4, BAZEN|C|=10; X T GVW ik,
n=256,d=4A=4,g=2"m=20480 , W X &
RABE A1) 10 £, M, 3£ 2 h4— A 2 048 bit
WIS BT 2 Bl RN 2 B4 D 2 ] 5 1 1)
SINVE S v, IR 22 B4 1 ReKeyGen
Skl AE SRR 2 W E Y, SRR E
FEIIEE, NIk, ZEVEAE AN s R o 2
RN, Wk 2 R T 2 Fi Al ReKeyGen
SRS, R B A% I8 SampleR ik K
HI52I, 158 T SampleR 57k 53850 FRFEEE
HIREMM. Boh, 5 3.4 19 FHR, RABE
A S R A PR e L o A e g — 2D i 2R Fas B
%, HSCER17]0 2B el %1, RABE AR AT
4] SIMD H2 AR 73 RIB SC2= 0], SEBRAT N, 1
— PR T IN AR B R

ROk, Eb% RABFHE Y5 GSW 1A% 80% .
RABFHE &ALtk GSW 44, [RIFE(H RLWE [

B LWE i, Z%i'E 5 3 RABE 44,
GVW &l istigAH R, Kk, RABFHE &,
¢'=[1bg|=107 , N=0(A+1)=3531, Ifi GSW 14
Hdr, =81, N=6553680. & 3% 2 Mkl
TEUSAT R AT LE

%3 GSW 5 RABFHE Ayttt
ZH GSW RABFHE
n 256 256
4 81 107
N 6553 680 3531
AP 320 MB 6.79 MB
RIS 6.33 MB 883 KB
RN 2226 GB 2.97 GB
5 HRE

B = S R R, S S ARSI
LVEH N, I, AR e SR N R
BN 2 E . AR AP 53 ORI R
) ey £ M LA R o AR S DA b 2 3 ) 7 A
fitt, Bt TR R AR, 5oL, H Lk
BRI R, AT RN A TR SO S
U LRSI T BN ol A PIESS, 8 It
KUK ERITH; fa, hl R i R
W RN SCHEA T AR E VT 1) P2 (AR, W2
N 7 I 3K = A S O U7 1 42 o
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